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ABSTRACT

This article examines the relationship between health misinformation, institutional trust, and crisis governance in
vulnerable democracies. It argues that misinformation is not merely a communications nuisance; it is a governance threat that
can weaken compliance, polarize public debate, and damage the legitimacy of health institutions during emergencies. The
problem becomes especially acute where trust in government is already fragile and digital information flows outpace official
response systems. Drawing on World Health Organization guidance, the article contends that effective crisis governance
requires infodemic management capacities that are integrated into public health systems before emergencies arise. The most
effective response combines rapid listening, credible messengers, tailored communication, digital and health literacy, and
operational links between community feedback and policy adjustment. Trust is thus not a background condition for crisis
response; it is one of its primary outputs and one of its central vulnerabilities.
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L. INTRODUCTION turn public-health messaging into a proxy battlefield for
deeper political conflict. In such settings, misinformation
Health emergencies do not unfold only in does not merely confuse. It exploits prior distrust and
hospitals, laboratories, and clinics. They also unfold in can transform technical guidance into identity-based
information systems. Rumor, distortion, conspiracy, contestation (WHO, 2024b; Larson, 2020).
selective truth, and targeted disinformation can spread
faster than official advice, especially where social media II. TRUST AS A CONDITION AND
architectures reward emotional certainty over evidentiary OUTCOME OF CRISIS
caution. The World Health Organization has defined GOVERNANCE

infodemic management as the systematic use of risk- and
evidence-based approaches to reduce the harmful effects
of overwhelming and misleading information on health
behaviors (WHO, n.d.). That definition is important
because it moves the issue from public relations to
governance (WHO, 2024a; WHO/Europe, 2024).

In vulnerable democracies, the challenge is
sharper. Political distrust, uneven media literacy,
institutional polarization, and historical grievances can

Public trust is both an input and an output of
emergency response. Authorities need some baseline
credibility in order for warnings, restrictions, and
treatment advice to be taken seriously. But trust is also
producedor destroyedby the way institutions behave
during crisis. Delayed disclosure, inconsistent
messaging, elite exemptions, opaque procurement, and
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punitive communication styles all intensify information
disorder (van der Linden, 2023; WHO, 2024a).

WHO’s policy guidance on infodemic
management emphasizes training health workers,
tailoring digital and health literacy efforts, and building
structured capabilities for rapid insights and response
(WHO, 2022). These are not peripheral communications
tasks. They are institutional trust-building functions.
Citizens often judge the trustworthiness of the state not
by whether uncertainty exists, uncertainty is normal in
emergenciesbut by whether authorities communicate
uncertainty honestly, revise guidance transparently, and
treat the public as reasoning actors rather than passive
subjects (Larson, 2020; WHO, 2024b).

III. WHY MISINFORMATION
FLOURISHES IN VULNERABLE
DEMOCRACIES

Three conditions drive vulnerability. First, pre-
existing distrust. Where citizens already suspect partisan
manipulation, official messaging enters a crowded field
with a credibility deficit. Second, platform asymmetry.
Digital systems amplify speed, outrage, and repetition,
allowing harmful narratives to circulate faster than
bureaucratic verification. Third, feedback failure.
Governments often broadcast information without
building mechanisms to listen to community fears,
misunderstandings, and lived barriers (WHO, 2024a;
WHOY/Europe, 2024).

The WHO’s operational work on dangerous
health narratives and emergency communication
highlights that misinformation is sustained not only by
false claims but by unmet information needs
(WHO/Europe, 2024). This is a crucial insight. People
do not turn only to misinformation because they reject
science. They also do so because institutions fail to
answer their immediate questions in accessible ways.
Silence, jargon, and delay create narrative openings that
bad-faith actors exploit (WHO, 2024b; Larson, 2020).

IV.  BUILDING AN INFODEMIC
GOVERNANCE CAPACITY

A credible response begins before crisis.
Governments need permanent capacities to monitor
information patterns, analyze community concerns, and
connect findings to policy and service delivery. This
means integrating communication teams  with
epidemiology, primary care, local government,
education systems, and digital regulators. It also means
investing in trusted intermediaries: clinicians,
community health workers, teachers, faith leaders, and
local civic actors who can contextualize advice (van der
Linden, 2023; WHO, 2024a).

Crisis communication must be dialogic, not
merely declarative. Listening systems, rumor tracking,

plain-language explanation, rapid correction, and
transparent acknowledgement of uncertainty should be
standard practice. Digital and health literacy also matter,
but literacy campaigns work best when coupled with
trustworthy institutional behavior. The public is more
likely to resist false narratives when official systems
consistently act in ways that deserve confidence (Larson,
2020; WHO, 2024b).

V. INFORMATION INTEGRITY AS
PUBLIC-HEALTH CAPACITY

Health misinformation should be understood as
a governance hazard, not as a communications
inconvenience. It changes risk perception, fragments
compliance, and weakens the authority of health
institutions precisely when coordinated behavior matters
most. In crisis settings, the relevant question is not
whether false content exists, but whether institutions can
detect it early, respond with sufficient credibility, and
sustain public trust across social, political, and linguistic
divides. Information integrity is therefore part of public-
health capacity itself (WHO, 2024a; WHO/Europe,
2024).

This requires more than fact-checking. It
requires a standing architecture of risk communication,
community engagement, trusted local intermediaries,
and transparent admission of uncertainty. Trust is
strengthened when institutions communicate clearly,
correct themselves openly, and distinguish evolving
evidence from political messaging. Where states
overstate certainty or conceal error, misinformation
actors inherit the language of authenticity even when the
substance of their claims is false (WHO, 2024b; Larson,
2020).

VI. PREBUNKING, LISTENING, AND
DEMOCRATIC LEGITIMACY

Vulnerable democracies need to move from
episodic rebuttal to anticipatory governance. Prebunking,
rumour surveillance, audience segmentation, and
community listening systems allow authorities to address
narrative vulnerabilities before they crystallize into
organized distrust. This is especially important in plural
societies where historical grievances and partisan
competition can rapidly convert health guidance into
identity conflict. Misinformation thrives in information
voids, but it also thrives where institutions fail to listen
with seriousness and continuity (van der Linden, 2023;
WHO, 2024a).

The broader democratic point is that crisis
communication is a test of institutional character.
Citizens do not evaluate only the content of health
advice; they evaluate whether the messenger appears
competent, fair, and accountable. In that sense,
infodemic governance is inseparable from democratic
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legitimacy. States that invest in truthful, inclusive,
dialogic communication are better positioned not only
for the next emergency, but also for the everyday
rebuilding of public trust on which effective governance
depends (Larson, 2020; WHO/Europe, 2024).

VII. CONCLUSION

Health misinformation is best understood as a
stress test of institutional trust. Vulnerable democracies
cannot rely on one-way messaging during crisis and
expect durable compliance. They need infodemic
management embedded in governance itself: listening,
response, transparency, and credible partnership with
communities. The quality of crisis governance is
measured not only by how quickly institutions speak, but
by whether people have reason to believe them (WHO,
2024a; WHO/Europe, 2024).
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